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Privacy policy for online meetings, conferences calls 
and webinars via "Microsoft Teams" run by Herrenknecht AG 

 
 
We would like to inform you below about the processing of personal data in connec-
tion with our use of Microsoft Teams. 
 
 

1. Data controller and who can I contact: 

Data controller 
Herrenknecht AG 
Schlehenweg 2 
77963 Schwanau, Germany 
Email: info@herrenknecht.de 
 

Data Protection Officer 
EmEtz GmbH 
Email: datenschutz@herrenknecht.de 

 
2. What data we process, what we process your data for (processing pur-

poses) and on what legal basis we do so: 

We use a "conference tool" (hereinafter referred to as the "service") to conduct con-
ference calls, online meetings, video conferences and/or webinars (hereinafter re-
ferred to as "online meetings"). [Teams is a service of Microsoft Corp. that combines 
chat, meetings, notes and attachments]. 

Various types of data are processed when using the service. The scope of the data 
also depends on what data you provide before or during participation in an "online 
meeting". 
 

Purposes of data processing Categories of data  

Conducting online meetings User information 
(last name, first name, email address, 
presence, etc.) 

Meeting metadata: topic 
description, duration of participation, ... 
When dialing in by phone: 
Connection data 

Text, audio and video data: input 
by the user during the 
meeting 

Location information for the technical 
provision of the service 

Organization of online meetings User information and, if applicable, their 
contact details 

Project implementation User information (last name, 
first name, email address, ...) 

 
Recordings and/or transcriptions of meetings will only be made with your express 
consent. The legal basis for making recordings is Art. 6 (1) (a) GDPR.  
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You may have the option of using the chat, question or poll functions in an "online 
meeting". In this respect, the text entries you make will be processed in order to dis-
play them in the "online meeting" and, if necessary, to log them. To enable the display 
of video and the playback of audio, the data from your device's microphone and a 
video camera on the device will be processed accordingly for the duration of the 
meeting. You can turn off or mute the camera or microphone yourself at any time via 
the applications. 

To take part in an "online meeting" or to enter the "meeting room", you must provide 
the minimum information required for this. 

The legal basis for data processing when organizing and holding "online meetings" is 
Art. 6 (1) (b) GDPR where meetings are held within the framework of contractual rela-
tionships. 

If there is no contractual relationship or if holding the meeting is not essential for ful-
fillment of the contract, the legal basis is Art. 6 (1) (f) GDPR. Our interest here is in 
effective communication by holding "online meetings". 

If any personal data of Herrenknecht AG employees is processed, section 26 of the 
German Federal Data Protection Act (BDSG) is the legal basis for data processing. 

If you are registered with the "provider" as a user, further data about "online meetings" 
(meeting metadata, telephone dial-in data, questions and answers in webinars, poll 
function in webinars) may be stored. 

Please refer to the provider's privacy policy for the scope of data processing. This can 
be found at https://privacy.microsoft.com/en-us/privacystatement and 
https://www.microsoft.com/en-us/privacy/data-collection-teams 
 
 
3. Who is the data shared with (categories of recipients): 

Personal data processed in connection with participation in "online meetings" is not 
shared with third parties unless it is specifically intended to be shared. When partici-
pating in "online meetings" specifically intended for the exchange of content, the data 
is of course shared with the participants or the intended recipients. Within our com-
pany, only those people who actually need this data for the purpose of organizing or 
conducting the meeting process the data. 
 
Other recipients: 

The provider necessarily receives knowledge of the above-mentioned data insofar as 
this is provided for in our data processing agreement with the provider. 
 
 
 
4. Duration of data storage: 

We always delete personal data if there is no need for further storage. A requirement 
may exist in particular if the data is still needed to fulfill contractual services. In the 
case of statutory retention requirements, deletion is only possible after the respective 
retention requirement has expired. 
 

https://privacy.microsoft.com/en-us/privacystatement
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5. Data transfer to third countries: 

The service provider Microsoft is headquartered in Germany. However, since the par-
ent company, Microsoft Corporation, is headquartered in the U.S.A., it cannot be 
ruled out that your personal data may also be transferred to the U.S.A. Microsoft has 
certified itself under the EU-US Data Privacy Framework to comply with the level of 
data protection applicable in the EU. The certificate can be viewed at 
https://www.dataprivacyframework.gov/s/. We cannot, however, rule out the possi-
bility that data may be routed via internet servers located outside the EU. This may be 
the case in particular if participants in "online meetings" are located in a third country. 
However, the data is encrypted during transport over the internet and thus protected 
against unauthorized access by third parties. 
 
 
6. Additional mandatory information (e.g. rights of data subjects, right to lodge 

a complaint) 

Please refer to our general privacy policy on our website for additional mandatory in-
formation pursuant to Articles 13, 14 and 21 of the GDPR. 
 
 
 
Status: 3/20/2025 

https://www.dataprivacyframework.gov/s/

